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Razilagma

Audit aparan taraf Milli Kibertahllkasizlik Agentliyi

Audit olunan taskilat /

layihalar MKA, NCERT (CERT Backend), PDP Backend ve CERTKIDS

Yoxlama novu SAST — Statik tetbiq tahlikesizliyi testi; SCA — Program terkibinin ve asilihglarin tehlili

Maxfilik bayanati

Taqdim edilen hesabat konfidensial va milkiyyat hiququnu aks etdiran texniki malumatlari ehtiva edir. Hesabatin tam va ya
gisman paylasiimasi, kopyalanmasi va Ugunci terefe oturdlmasi yalniz Milli Kibertahlukasizlik Agentliyinin razihd ile
muimkuindar.

Hesabat istifadagi terafinden taqdim edilmis SAST ve SCA skan naticalari asasinda hazirlanmigdir. Dinamik istismar,
penetrasiya testi ve istehsal muhitinds al ile tesdiglama bu isin hacmina daxil deyil. Buna gore tapintilarin real istismar oluna
bilmasi tatbigin konfiqurasiyasi, giris nazaretlori, versiya araliglari ve ise salinma mihitinden asili olaraq ayrica
yoxlaniimaldir.

Terminlar va layihalarin adlandiriimasi

MKA Milli Kibertahllkasizlik Agentliyi

NCERT National C_:c_)r_nputer Emergency Response Team; hesabatda CERT Backend layihasi ila
alagalendirilir.

PDP Personal Data Protection; PDP Backend layihasi

CERTKIDS CERT-in usaglar tgtin nazarda tutulmus hissasi

SAST Manba kodunda zaifliklerin statik Usulla askarlanmasi

SCA Uclincu teraf paketlerinin, versiyalarin ve malum tshliikesizlik advisory-larinin tahlili

isin hacmi

Yoxlama dord program layihasi Uzre taqdim edilmis statik analiz ve program asilihdi naticalarini shate edir:
1. CERTKIDS — tatbig manba kodu ve Composer asililiglart;
2. PDP Backend — tatbiq manbas kodu ve Composer asililiglar;
3. CERT Backend / NCERT — tatbig manba kodu ve Composer asililiglarr;
4. MKA — Composer asililiglar. MKA layihasi tizre taqdim olunan malumatlarda ayrica SAST tapintisi gostarilmayib.

Metodologiya

SAST mearhalasinde manba kodunda hardcoded secrets, giris malumatlarinin yoxlaniimasi, fayl yiklams siyassti ve ¢ixis
kontekstina uydun sanitizasiya kimi tehlikasizlik nazarstleri giymatlandirilmisdir. Tapintilar CWE ve OWASP Top 10:2021
kateqoriyalari ile uygunlasdiriimisdir.

SCA marhslasinde composer.json ve composer.lock fayllarindaki paketler, versiyalar, GHSA va CVE identifikatorlan
asasinda tahlil edilmisdir. Teqdim edilmis naticslerds diizaldiimis konkret versiya gostarilmadiyi hallarda, hesabat versiya
némrasi uydurmur va rasmi advisory-ds gostarilen patched release-a yiiksaltmayi talab edir.

1. Aktivlarin ve manifestlarin miayyan edilmasi;

2. SAST tapintilarinin tesnifati ve manual review ehtiyacinin geyd edilmasi;
3. SCA advisory-larinin layiha va paket versiyalari ila xaritalandiriimasi;

4. Risklarin prioritetlagdiriimasi;

5. Remediation va re-test meyarlarinin hazirlanmasi.
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Risk saviyyasinin giymatlandirilmasi

Kritik 9.0-10.0 Maxfi malumatlarin ve ya yiiksek selahiyyatli etimadnamalerin ale kegirilmasi, sistem
saviyyali komprometasiya ve ya genis tesir ehtimali. Darhal tedbir taleb olunur.

Yiksak 7.0-8.9 Malumat sizmasi, stored XSS, icazesiz emaliyyat, tehliikeli fayl yuklema ve ya genis
istifade olunan asililiq zaifliyi. Qisa muddatds aradan qaldiriimalidir.

Orta 4.0-6.9 istismar slave gertler ve ya mahdud giris taleb edir. Planli remediation tsleb olunur.

0.1-3.9 Birbaga istismar ehtimali mahduddur, lakin mudafie derinliyini zsifledir.
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Icracgi xulasasi
Taqdim edilmis malumatlar esasinda 5 SAST tapintisi muayyan edilmisdir: 2 kritik hardcoded private key, 2 ylUksak riskli

mahdudlasdiriimamis fayl yiklema konfiqurasiyasi ve 1 yiiksak riskli HTML atribut kontekstinde yanlis sanitizasiya. SCA
naticeleri dérd layihada 24 asililiq geydini ve 28 yiiksak riskli advisory occurrence-ni shate edir.

Tapintilarin bolgusi

: I

Kritik Yiksak Orta Asagi

Layihalar tizra naticalar

SCA advisory
SCA paket qeydl

CERTKIDS 3: 2 Kritik, 1 Yiksak Service-account private key-larin

7 Yiksok repository-de saxlanmasi
1 Yiksak . Fayl yiklama MIME allow-list catigsmazhgi
PDP Backend 6 7 Yiksok va vulnerable dependencies
CERT Backend/ ' 1 Yiksak N HTML atributunda konteksta uygun
6 7 Yiksak o
NCERT olmayan sanitizasiya

Ayrica tapinti teqdim
edilmayib

Vulnerable Composer dependencies

MKA 6 7 Yiiksak

Prioritet tadbirlar

1. CERTKIDS repository-da askarlanmis har iki Google service-account private key derhal deaktiv ve ya revoke edilmali,
yeni acarlar yaradilmali ve butln istifade ndqtslari tehliikasiz secret manager-a kegirilmalidir.

2. Agarlarin Git tarixgasinden silinmasi tglin repository history rewrite aparilmali; yalniz cari fayl silmakla
kifaystlanilmamalidir.

3. Dord layihads Composer asililiglari resmi GHSA/CVE advisory-lerinds gostarilan patched versiyalara yuksaldilmali ve
composer.lock yenilanmalidir.

4. Filament FileUpload komponentlerinde MIME va extension allow-list tetbiq edilmali, SVG yalniz tehlikasiz sanitizasiya
V@ ayrica servis vasitasila gabul edilmalidir.

5. CERT Backend Blade sablonunda alt atributu Gg¢iin {!! '} ¢cixisi dayandiriimal ve Blade-in atribut-kontekstli escape
mexanizmindan istifads edilmalidir.
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Tapintilarin imumi siyahisi

SAST-01 CERTKIDS Kritik Hardcoded Private Key — public credentials file
SAST-02 CERTKIDS Kritik Hardcoded Private Key — analytics credentials file
SAST-03 CERTKIDS Yiksak File Upload Without a MIME Allow-List

SAST-04 PDP Backend Yiksak File Upload Without a MIME Allow-List

SAST-05 CERT Backend Yiksak HTML atributunda yanlis sanitizer konteksti
SCA-01 4 layiha Yiksak Guzzle CookieJar — dot-only cookie domain
SCA-02 4 layiha Yiksak Guzzle HTTPS proxy downgrade va credential leakage
SCA-03 4 layiha Yiiksak Filament unauthenticated temporary file upload
SCA-04 4 layiha Yiksak Filament Forms RichEditor stored XSS

SCA-05 4 layiha Yiksak Filament Tables relationship scope bypass
SCA-06 4 layiha Yiksak Guzzle PSR-7 CR/LF header injection

SCA-07 4 layiha Yiksak Laravel temporary signed URL expiration bypass
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SAST — Texniki tapintilar

Bu bdlmada manba kodu lzra teqdim edilmis bes tapinti atrafli tesvir olunur. Private key materiali hesabatda tshliikasizlik
maqsadila redakts edilmisdir; tam etimadnamsa takrar gostarilmir.

KONFIDENSIAL
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SAST-01 — Repository-de hardcoded Google Service

Account private key
Secrets CWE-798 OWASP A07:2021 FP ehtimal: 15%

Layiha CERTKIDS
Manba kodu / manifest certkids/public/service-acount-certkids-local.json:5

Status Confirmed; unauthenticated; partial evidence; manual review talab olunur

Tapintinin tasviri

public/ qovlugu daxilinds Google service-account credentials JSON faylinda PEM formatli private key saxlanilir. Faylin adi
vo yerlogsmasi credential materialinin totbiq artefakti ve ya web-accessible qovluq ils birlikde yayilma riskini artirir. Private
key-in manba koduna commit edilmasi etimadnamaenin repository klonlari, backup-lar, Cl artefaktlari va loglar vasitesila
yayllmasina sabab ola biler.

Potensial tasir

Acar aktivdirse, hiicumgu service account-un IAM salahiyyatleri garcivasinde Google Cloud resurslarina giris alds eds,
malumat oxuya va ya dayisa, servis adindan API ¢agirislan eda bilar. public/ altinda yerloasma oalave olaraq birbasa web
exposure ehtimali yaradir. Agarin sadaca fayldan silinmasi avvalki Git commit-larindaki sizmani aradan galdirmir.

Taqdim edilmig siibut

"type": "service_account",

"project_id": "atmia-1710233715554",

"private_key_id": "5e3ee4d728da0ec319a70c¢1402692d547f6808be",

"private_key": "-----BEGIN PRIVATE KEY-----\n[REDACTED]\n-----END PRIVATE KEY-----",
"client_email": "certkids@atmia-1710233715554.iam.gserviceaccount.com”

Tovsiya olunan dtizaligler

» Mo6vcud private key derhal revoke/deaktiv edilmali ve komprometasiya olunmus hesab edilmalidir.

* Yeni credential yaradilmali, tetbigq secret manager, workload identity ve ya environment-based credential mexanizmina
kecirilmalidir.

* Fayl public/ ve repository-dan silinmsali; Git tarix¢asi filter-repo/BFG kimi idare olunan prosesls tamizlanmalidir.

+ Service account IAM rollari least privilege prinsipi ile yeniden giymatlendirilmalidir.

» Google Cloud audit log-lari private_key_id va service account tzrs subhali istifads Ggin arasdiriimahdir.

+ CI/CD prosesina secret scanning ve commit blocking slave edilmalidir.

Yenidan yoxlama meyarlari

» Kéhna acgarin deaktiv va ya silinmis oldugu idarsetma panelindas tasdiglanir.

* Repository cari agacinda va bitiin slcatan Git tarixgasinde PEM markerlari tapiimir.
* Tatbiq yeni secret-management mexanizmi ile funksional testlari kegir.

* Secret scanner takrar ise salindiqda tapinti baglanir.
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SAST-02 — Analytics qoviugunda hardcoded Google Service
Account private key

Secrets CWE-798 OWASP A07:2021 FP ehtimal: 15%

Layiha CERTKIDS
Manba kodu / manifest certkids/storage/analytics/service-account-credentials.json:5

Status Confirmed; unauthenticated; partial evidence; manual review talab olunur

Tapintinin tasviri

storage/analytics qovlugunda saxlanilan credentials JSON faylinda ikinci Google service-account PEM private key-i
movcuddur. storage qoviugu web server konfiqurasiyasindan asili olaraq birbasa agiq olmaya biler, lakin credential-in
repository-de saxlanmasi 6zlliylinda real hardcoded secret zaifliyidir.

Potensial tasir

Acar aktivdirsa, voice-assistant-432110 layihesinde saffman service account-un salahiyystleri sui-istifade edile biler.
Repository-ya, deployment artefaktlarina ve backup-lara ¢ixigi olan sexsler credential-dan kanar sistemdan istifade eds
biler. Salahiyyatlor genisdirsa, natice malumat sizmasi, resurs dayisikliklari va maliyya itkisi ola biler.

Taqdim edilmig siibut

"type": "service_account",

"project_id": "voice-assistant-432110",

"private_key_id": "3d6436544c7aa432012a405df1b3617a00724fdc",

"private_key": "-----BEGIN PRIVATE KEY-----\n[REDACTED]\n-----END PRIVATE KEY-----",
"client_email": "saffman@voice-assistant-432110.iam.gserviceaccount.com"

Tovsiya olunan dtizaligler

» Private key darhal revoke edilmali ve yeni agar yalniz tahlikasiz secret storage vasitasile tatbigs teqdim edilmalidir.
* Repository ve Git tarixgasi credential faylindan temizlanmalidir.

» storage/analytics ve deployment konfiqurasiyasi web-accessibility baximindan yoxlaniimalidir.

» Service account rollari ve audit log-lari arasdiriimali, artiq selahiyystler ¢ixariimalidir.

» Credential fayllar .gitignore va ClI policy ile bloklanmalidir.

Yenidan yoxlama meyarlari

» Kéhna private_key _id artiq aktiv deyil.

* Git tarixgasinde private key ve credential JSON izlari yoxdur.

* Tatbiq yeni credential mexanizmi ils islayir va least privilege testlari ugurludur.
» SAST/secret scan naticasi takrar yoxlamada baglanir.
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SAST-03 — $Sakil yuklamasinda MIME allow-list-in agiq
gdstarilmamasi

validation CWE-434 OWASP A04:2021 FP ehtimali: 40%

Layiha CERTKIDS
Manba kodu / manifest certkids/app/Filament/Fabricator/PageBlocks/PageHead.php:19

Confirmed pattern; partial evidence; Filament versiyasi ve runtime config manual

Status yoxlanmalidir

Tapintinin tasviri

Filament FileUpload komponentinda ->image() istifads edilir, lakin acceptedFileTypes ve ya sart MIME allow-list agiq sakilda
tayin edilmir. Konfiqurasiyadan ve istifade olunan Filament versiyasindan asili olaraq image/* SVG fayllarini da gabul eda
biler. Sanitizasiya va tahlikasiz serving mexanizmi yoxdursa, SVG daxilinds aktiv kontent stored XSS riskina cevrila bilar.

Potensial tasir

Zorarli fayl gabul edilarak eyni origin-den inline ve ya uygun Content-Type ilo taqdim olunarsa, admin ve ya istifadagi
brauzerinde script icrasi, session malumatlarinin ogurlanmasi ve admin amsaliyyatlarinin sui-istifadesi mimkdn ola bilar.
Admin-scoped komponent olmasi ehtimali istismar algatanligini azaldir, lakin tesiri aradan qaldirmir.

Taqdim edilmig siibut

FileUpload::make('image’)
->label('Sekil Ust')
->image()
->directory('page-head")
/I acceptedFileTypes([...]) gbsteriimayib

Tovsiya olunan dtizaligler

» acceptedFileTypes([image/jpeg’, 'image/png', image/webp']) kimi sart allow-list tatbiq edilmalidir.

» SVG biznes tolabi deyilss tam bloklanmalidir. Talabdirse ayrica sanitizer, rasterization va tahliikasiz content-disposition
siyasati tetbiq edilmalidir.

» Server terefde MIME magic-byte yoxlamasi aparilmali; yalniz client extension-a etibar edilmamealidir.

+ Fayl adlari server tersfindan yaradilmali, storage public execution-dan ayriimal ve maksimum o6l¢i limiti misyyan
edilmalidir.

* Yuklanmis fayllar X-Content-Type-Options: nosniff ve uygun Content-Disposition ile taqdim edilmalidir.

Yenidan yoxlama meyarlari

* SVG, HTML va polyglot test fayllar radd edilir.

* JPEG/PNG/WebP kimi icazsli formatlar magic-byte ve MIME yoxlamasindan kegir.

* Yuklanmis fayl birbasa acildiqgda script icrasi bas vermir.

* SAST gaydasi acceptedFileTypes konfiqurasiyasini gorarak baglanir ve manual test tasdiglenir.
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SAST-04 — PDP Backend sakil yuklamasinda MIME allow-list-
in agiq gostarilmamasi

validation CWE-434 OWASP A04:2021 FP ehtimali: 40%

Layiha PDP Backend
Manba kodu / manifest pdp-backend/app/Filament/Resources/HuqugMovzuResource.php:61

Status Confirmed pattern; partial evidence; runtime configuration manual yoxlanmalidir

Tapintinin tasviri

HugqugMovzuResource daxilinde image_1 sahasi ->image() ile konfiqurasiya olunub, lakin gabul edilan MIME tipleri ayrica
allow-list ile mahdudlasdiriimayib. Filament konfiqurasiyasi image/* gabul etdikde SVG va diger riskli formatlar gabul oluna
biler.

Potensial tasir

Yuklema sahasina ¢ixisi olan istifadagi zerarli aktiv kontent yerlasdira biler. Fayl frontend ve ya admin panelinds tehlikasiz
sanitizasiya olmadan render edilarsa stored XSS, content spoofing ve zararli faylin etibarli domen tzarindan paylanmasi
riski yaranir.

Taqdim edilmig siibut

FileUpload::make('image_1")
->label('Sakil 1)
->image()
->directory('hugug-movzulari’)

/I explicit MIME allow-list gdstarilmayib

Tovsiya olunan dtizaligler

« acceptedFileTypes([image/jpeg’, 'image/png', image/webp']) tatbiq edilmalidir.

» SVG gabul edilacekses sanitizer va tehlikasiz rasterization prosesi tetbiq edilmaslidir; sks halda bloklanmalidir.
* Fayl mezmunu server-side MIME ve magic-byte asasinda yoxlaniimalidir.

* Upload authorization, rate limit, 6l¢u limiti ve antivirus/malware scanning nazardan kegirilmalidir.

* Public storage-da script execution mimkuin olmamalidir.

Yenidan yoxlama meyarlari

* Riskli MIME vea extension kombinasiyalari radd edilir.

+ Icazali sekiller problemsiz yiiklenir ve tehlilkesiz response header-lan il gdstarilir.
» SVG stored XSS test payload-u icra olunmur.

* SAST va manual re-test tapintinin aradan galxdigini tasdiglayir.
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SAST-05 — HTML atributunda element-kontekst sanitizer

istifadasi
XSS CWE-79 OWASP A03:2021 FP ehtimali: 55%

Layiha CERT Backend / NCERT
Manba kodu / manifest cert-backend/resources/views/front/pages/hesabatlar.blade.php:282

Context mismatch confirmed; exploitability title meanbayi ve Purifier profili ile manual

Status yoxlanmalidir

Tapintinin tasviri

Blade sablonunda report title Purifier::clean ile emal edilir, lakin natica alt atributunun daxilinds {!! !} vasitasile raw output
kimi yazilir. HTMLPurifier asasan HTML element kontekstine uygun sanitizasiya edir; atribut dayeri tglin lazim olan quote
va attribute-context escaping-i tamin eden mexanizmls eyni deyil.

Potensial tasir

Tacavizkar report title sahasini idare eds bilirse ve purifier profili tahliksli quote ve attribute sarhadlarini tam
neytrallagsdirmirsa, img elementina yeni atribut slave etmak ve event handler vasitasile stored XSS yaratmaq mimkin ola
biler. Istismar ugurlu olduqda istifadagi sessiyasi ve admin amaliyyatlari riska disar.

Taqdim edilmig siibut

<img ...
src="{{ asset(‘assets/front/images/hesabatlar/card.svg’) }}"
alt="{!! Purifier::clean($report->title[app()->getLocale()]
?? $report->title['az’] 2?2 ") 1}">
/I Raw output attribute context daxilinds istifade olunur

Tovsiya olunan dtizaligler

« alt atributunda raw {!! I} cixisi dayandiriimali ve {{ ... }} ile Blade escaping istifade edilmalidir.

» Title plain text kimi saxlanmali; HTML taleb olunmayan sahads Purifier::clean avezine matn normalizasiyasi tetbiq
edilmalidir.

* Atribut dayaeri Ug¢tin framework-in konteksta uygun escaping mexanizmi istifade edilmalidir.
* Movcud title malumatlar tehlikali payload-lar G¢lin audit edilmali ve lazim gealdikds temizlenmalidir.
» CSP, HitpOnly/SameSite cookie va input authorization slave mudafis gatlar kimi tetbiq edilmalidir.

Yenidan yoxlama meyarlari

* Quote, angle bracket va event-handler payload-lari alt atributundan ¢ixa bilmir.
» Render olunmus HTML-ds istifadagi dayari entity-escaped gorundr.

* Brauzer vo avtomatlasdiriimis XSS testinda script icrasi bas vermir.

* SAST context-mismatch gaydasi tekrar skanda baglanir.
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Dord layihade eyni yeddi advisory ailasi miigsahide olunur. Paket versiyalari layihaler arasinda fargli olsa da, teqdim edilmis

skan naticaleri har birini yuksak riskli kimi isaralayir. Diizalis zamani composer.json constraint-leri vo composer.lock-da
faktiki qurasdiriimis versiya birlikda yoxlaniimalidir.

Layiha ve versiya matrisi

KONFIDENSIAL

guzzlehttp/guzzle 7.11.1 7.10.0 7.11.0 7.10.0
filament/filament "3.3 3.3 3.3 3.3
filament/forms v3.3.50 v3.3.49 v3.3.49 v3.3.47
filament/tables v3.3.50 v3.3.49 v3.3.49 v3.3.47
guzzlehttp/psr7 2.11.0 29.0 2.11.0 2.8.0

laravel/framework 2.0 2.0 2.0 2.0
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SCA-01 — Guzzle CookieJar-da yalniz noqtadan ibarat

domain-in butun hostlarla uygunlagsmasi

. . X FP ehtimali: layihaya gora
Dependency CWE-1395 OWASP A06:2021 10-40%

Paket guzzlehttp/guzzle
Advisory GHSA-cwxw-98qj-8qjx / CVE-2026-55767
Tasir olunan layihalar PDP Backend, MKA, CERT Backend / NCERT, CERTKIDS

Tapintinin tasviri

guzzlehttp/guzzle CookieJar domen uygunlasdirmasinda yalniz néqgtedan ibarat cookie domain dayaerini dizgin
mahdudlasdirmir va naticadsa cookie mixtslif hostlara uygun hesab edile biler. Toaqdim edilmis skan butin dord layihadaki
Guzzle versiyalarini tesirlonmis kimi gostarir.

Potensial tasir

Toatbiq etibarsiz va ya xarici manbadan cookie gabul edirsa, cookie isolation pozula ve session/authentication malumatlari
nazerds tutulmayan hostlara génderile biler. Real risk tetbigin CookieJar istifadesinden ve daxil olan cookie-larin
manbayindan asihidir.

Layihalar tizra stubut

guzzle 7.11.1; forms/tables 3.3.50; ' pdp-backend/composer.lock ve composer.json

PDP Backend psi7 2.11.0 15%
MKA guzzle 7.10.0; forms/tables 3.3.49; | etx/composer.lock ve composer.json 15%

psr7 2.9.0
CERT Backend / guzzle 7.11.0; forms/tables 3.3.49; | cert-backend/composer.lock ve composer.json 350
NCERT psr7 2.11.0 0
CERTKIDS ggrz7z|2e 87.(]).0.0; forms/tables 3.3.47; | certkids/composer.lock ve composer.json 10%

Tovsiya olunan dtzaligler

* guzzlehttp/guzzle rasmi advisory-de gdsterilen patched versiyaya yiksaldilmalidir.

» composer.lock yenilanmali ve bitiun dérd layihads eyni tehliikesiz minimum versiya siyasati tatbiq edilmalidir.
» Cookiedar istifade noqtsleri ve untrusted cookie ingestion manual audit edilmalidir.

» Dependency pinning va composer audit Cl pipeline-da macburi edilmalidir.

Yenidan yoxlama meyarlari

» composer show guzzlehttp/guzzle patched versiyani gosterir.

» composer audit GHSA-cwxw-98qj-8gjx tapintisini gaytarmir.

* Dot-only domain test case-i cookie-ni digar hostlara géndarmir.
* Regression va integrasiya testlari ugurludur.
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SCA-02 — HTTPS proxy alagasinin cleartext-a sassiz

endirilmasi

. . FP ehtimali: layihaya gora
Dependency CWE-1395 OWASP A06:2021 10-40%

Paket guzzlehttp/guzzle
Advisory GHSA-wpwg-4j6v-78m3 / CVE-2026-55568
Tasir olunan layihalar PDP Backend, MKA, CERT Backend / NCERT, CERTKIDS

Tapintinin tasviri

Taqdim edilmis advisory-ye asasan Guzzle miayyan HTTPS proxy ssenarisinds alagani cleartext-o endira va proxy
credential-larini sifrelonmemis formada 6tirs biler. Dord layihanin Guzzle versiyalari skan tarafindan tesirlonmis kimi geyd
olunub.

Potensial tasir

Tetbig authenticated HTTPS proxy istifade edirss, sebakani musahide edan hiicumgu proxy istifade¢i adi ve parolunu ale
kecira bilar. Sonraki marhalads proxy infrastrukturuna icazssiz giris, trafik migahidasi ve daxili resurslara ¢ixis mimkin ola
biler.

Layihalar tizra stubut

guzzle 7.11.1; forms/tables 3.3.50; ' pdp-backend/composer.lock ve composer.json

PDP Backend psi7 2.11.0 15%
MKA guzzle 7.10.0; forms/tables 3.3.49; | etx/composer.lock ve composer.json 15%

psr7 2.9.0
CERT Backend / guzzle 7.11.0; forms/tables 3.3.49; | cert-backend/composer.lock ve composer.json 350
NCERT psr7 2.11.0 0
CERTKIDS guzzle 7.10.0; forms/tables 3.3.47; | certkids/composer.lock ve composer.json 40%

psr7 2.8.0

Tovsiya olunan dtzaligler

» Guzzle advisory-ds gosterilan patched release-a yiksaldilmalidir.

* Proxy konfiqurasiyasinda TLS macbur edilmali ve downgrade hallarina fail-closed yanasmasi tatbiq edilmalidir.
» Mévcud proxy credential-lari risk giymatlandiriimasinden sonra rotasiya edilmalidir.

» Sebaka log-larinda cleartext proxy authentication izlari aragdiriimalidir.

Yenidan yoxlama meyarlari

» composer audit advisory-ni géstarmir.

* HTTPS proxy testinds TLS saxlanilir ve downgrade bas vermir.
* Proxy credential-lari packet capture-da acgiq gérinmdr.

* Tatbigin outbound HTTP funksiyalari regression testdan kegir.
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KONFIDENSIAL
SCA-03 — Filament authentication sahifalarinda

unauthenticated temporary file upload

. . FP ehtimali: layihaya gora
Dependency CWE-1395 OWASP A06:2021 10-40%

Paket filament/filament
Advisory GHSA-44wp-g8f4-f4v5 /| CVE-2026-48500
Tasir olunan layihalar PDP Backend, MKA, CERT Backend / NCERT, CERTKIDS

Tapintinin tasviri

filament/filament paketinde authentication sahifalarinde autentifikasiya olunmamis temporary file upload imkani barades
ylksak riskli advisory mévcuddur. Butin layihaler composer.json daxilinde ~3.3 constraint-i istifade edir; faktiki resolved
versiya composer.lock ila tasdiglanmalidir.

Potensial tasir

istismar olunan konfiqurasiyada hiicumcu autentifikasiyasiz miiveqqgeti fayl yiiklays, storage resurslarini tiikads, zararli
fayllari sistema yerlasdira va digar upload zaifliklari ile birlasdirerak daha ciddi tasir yarada biler.

Layihalar tizra stubut

guzzle 7.11.1; forms/tables 3.3.50; ' pdp-backend/composer.lock ve composer.json

0,
PDP Backend psr7 2.11.0 20%
MKA guzzle 7.10.0; forms/tables 3.3.49; | etx/composer.lock ve composer.json 20%
psr7 2.9.0
CERT Backend / guzzle 7.11.0; forms/tables 3.3.49; | cert-backend/composer.lock ve composer.json 40%
NCERT psr7 2.11.0 0
CERTKIDS ggrz7z|2e 87.(]).0.0; forms/tables 3.3.47; | certkids/composer.lock ve composer.json 20%

Tovsiya olunan dtzaligler

« filament/filament resmi advisory-ds gdstarilen fixed versiyaya yiksaldilmali ve composer.lock yenilanmalidir.

+ Authentication sshifslarinde upload komponentlari va Livewire temporary upload endpoint-leri inventarlasdiriimalidir.
» Unauthenticated upload endpoint-larina rate limit, file size limit ve MIME allow-list tetbig edilmalidir.

» Temporary storage periodik temizlanmali ve public execution-dan ayrilmalidir.

Yenidan yoxlama meyarlari

* Faktiki Filament versiyasi patched range-dadir.

* Autentifikasiyasiz temporary upload cahdi 401/403 va ya tahllikasiz rejection il naticslanir.
» composer audit GHSA-44wp-g8f4-f4v5 tapintisini qaytarmir.

* Login va digar auth flow-lar regression testdan kegir.
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KONFIDENSIAL
SCA-04 — Disabled RichEditor-de sanitizasiya olunmamisg

HTML render edilmasi

. . FP ehtimali: layihaya gora
Dependency CWE-1395 OWASP A06:2021 10-40%

Paket filament/forms
Advisory GHSA-m9cv-24rx-8mv7 / CVE-2026-55409
Tasir olunan layihalar PDP Backend, MKA, CERT Backend / NCERT, CERTKIDS

Tapintinin tasviri

filament/forms paketinin teqdim edilmis versiyalarinda disabled RichEditor sahasinin sanitizasiya olunmamis HTML render
etmasi barade stored XSS advisory-si mévcuddur. PDP Backend 3.3.50, MKA ve CERT Backend 3.3.49, CERTKIDS 3.3.47
istifade edir.

Potensial tasir

Hucumcu RichEditor mezmununu avvalcaden daxil eds hilirse, disabled/read-only gériinuse baxan salahiyyatli istifadaginin
brauzerindas script icra edils biler. Bu, session hijacking, admin action ve malumat sizmasina sabab ola bilar.

Layihalar tizra stubut

guzzle 7.11.1; forms/tables 3.3.50; ' pdp-backend/composer.lock ve composer.json

0,
PDP Backend psr7 2.11.0 15%
MKA guzzle 7.10.0; forms/tables 3.3.49; | etx/composer.lock ve composer.json 15%
psr7 2.9.0
CERT Backend / guzzle 7.11.0; forms/tables 3.3.49; | cert-backend/composer.lock ve composer.json 350
NCERT psr7 2.11.0 0
CERTKIDS ggrz7z|2e 87.(]).0.0; forms/tables 3.3.47; | certkids/composer.lock ve composer.json 10%

Tovsiya olunan dtzaligler

« filament/forms vulnerable range-dan yuxari patched versiyaya yuksaldilmalidir.

* RichEditor mazmunu save va render marhalasinds tahliikesiz HTML allow-list ile sanitizasiya edilmalidir.
* Disabled/read-only komponentlarin raw HTML render etmadiyi tasdiglanmalidir.

» CSP tetbiq edilarak inline script icrasi slave olaraq mahdudlasdiriimalidir.

Yenidan yoxlama meyarlari

» composer audit GHSA-m9cv-24rx-8mv7 tapintisini qaytarmir.

» Stored XSS test payload-u disabled RichEditor goriiniisiinds icra olunmur.
* Tahliikesiz formatlasdirma funksiyalari saxlanilir.

* Butliin admin panel formalari regression testdan kegir.
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KONFIDENSIAL
SCA-05 — Attach/Associate amaliyyatlarinda relationship

scope-un tatbiq edilmamasi

. . FP ehtimali: layihaya gora
Dependency CWE-1395 OWASP A06:2021 10-40%

Paket filament/tables
Advisory GHSA-7g3w-xgjw-g3cr / CVE-2026-48067
Tasir olunan layihalar PDP Backend, MKA, CERT Backend / NCERT, CERTKIDS

Tapintinin tasviri

filament/tables paketinde Attach ve Associate actions zamani relationship scope-un tam gorunmamasi barads advisory
movcuddur. Tasirlonan versiyalar istifads olunduqda istifadagi normalda gérinmayan ve ya tenant serhadinden kanarda
olan record-u alagalendirs bilar.

Potensial tasir

Multi-tenant ve rol asasli tathiglarda horizontal authorization bypass, malumat butovityinin pozulmasi ve basqa teskilata
aid record-larin alagalandirilmasi mumkin ola biler. Risk hamin actions ve custom scopes istifadasindan asilidir.

Layihalar tizra stubut

guzzle 7.11.1; forms/tables 3.3.50; ' pdp-backend/composer.lock ve composer.json

0,
PDP Backend psr7 2.11.0 15%
MKA guzzle 7.10.0; forms/tables 3.3.49; | etx/composer.lock ve composer.json 15%
psr7 2.9.0
CERT Backend / guzzle 7.11.0; forms/tables 3.3.49; | cert-backend/composer.lock ve composer.json 350
NCERT psr7 2.11.0 0
CERTKIDS ggrz7z|2e 87.(]).0.0; forms/tables 3.3.47; | certkids/composer.lock ve composer.json 10%

Tovsiya olunan dtzaligler

« filament/tables patched versiyaya yuksaldilmalidir.

+ Attach/Associate actions istifade edan butlin resource-lar inventarlasdiriimali ve authorization policy-leri manual
yoxlaniimalidir.

» Server tersfinde tenant/owner scope har mutation zamani yenidan tatbiq edilmalidir.

+ IDOR va cross-tenant association testleri security regression paketina slave edilmalidir.

Yenidan yoxlama meyarlari

» Basga tenant va ya scope xaricindaki record secila va slagslendirila bilmir.

» composer audit GHSA-7q3w-xqjw-g3cr tapintisini gdstermir.

* Authorization policy testlari hem Ul, hem birbasa request saviyyasinda ugurludur.
» Normal Attach/Associate funksionalligi pozulmur.
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AGENTLIYi

KONFIDENSIAL
SCA-06 — PSR-7 method/version/reason phrase daxilinda

CR/LF gabul edilmasi

. . FP ehtimali: layihaya gora
Dependency CWE-1395 OWASP A06:2021 10-40%

Paket guzzlehttp/psr7
Advisory GHSA-vm85-hxw5-5432 / CVE-2026-55766
Tasir olunan layihalar PDP Backend, MKA, CERT Backend / NCERT, CERTKIDS

Tapintinin tasviri

guzzlehttp/psr7 paketinin teqdim edilmis versiyalarinda HTTP method, version ve reason phrase daxilinde CR/LF
simvollarinin gabul edilmasi barade header injection advisory-si mévcuddur. Dérd layihads 2.8.0-2.11.0 araliginda muxtalif
versiyalar gostarilib.

Potensial tasir

Untrusted input HTTP request/response komponentlarina 6tirilarss, alave header daxil edilmasi, response splitting, cache
poisoning va tahlikasizlik nazarstlerinin bypass edilmasi mumkin ola biler. Real tasir data-flow ve server/proxy
davranisindan asihdir.

Layihalar tizra stubut

guzzle 7.11.1; forms/tables 3.3.50; ' pdp-backend/composer.lock ve composer.json

PDP Backend psi7 2.11.0 15%
MKA guzzle 7.10.0; forms/tables 3.3.49; | etx/composer.lock ve composer.json 15%

psr7 2.9.0
CERT Backend / guzzle 7.11.0; forms/tables 3.3.49; | cert-backend/composer.lock ve composer.json 350
NCERT psr7 2.11.0 0
CERTKIDS guzzle 7.10.0; forms/tables 3.3.47; | certkids/composer.lock ve composer.json 40%

psr7 2.8.0

Tovsiya olunan dtzaligler

* guzzlehttp/psr7 resmi advisory-da gostarilen patched versiyaya yuksaldilmalidir.

* HTTP method, version, reason phrase va header dayarlarina untrusted input 6tirilen kod yollari audit edilmalidir.
* CR va LF simvollari tetbig serhadindas redd edilmalidir.

* Proxy, cache ve web server konfiqurasiyasinda response splitting mudafisleri yoxlaniimahdir.

Yenidan yoxlama meyarlari

» composer audit GHSA-vm85-hxw5-5432 tapintisini qaytarmir.

» CR/LF payload-lari exception va ya tahlikasiz rejection ile naticalenir.
» Olave header yaradila bilmir ve response splitting bas vermir.

* HTTP client/server integrasiya testleri ugurludur.
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KONFIDENSIAL
SCA-07 — Local filesystem driver-de temporary signed URL

expiration bypass

. . FP ehtimali: layihaya gora
Dependency CWE-1395 OWASP A06:2021 10-40%

Paket laravel/framework
Advisory GHSA-crmm-hgp2-wgrp / CVE taqdim edilmayib
Tasir olunan layihalar PDP Backend, MKA, CERT Backend / NCERT, CERTKIDS

Tapintinin tasviri

laravel/framework paketinds local filesystem driver istifads edilon temporary signed URL-larin expiration nazaratinin bypass
edilmasi barada advisory teqdim olunub. Btln layihalar composer.json daxilinde ~12.0 constraint-i gosterir; resolved
versiya composer.lock ila tasdiglanmalidir.

Potensial tasir

Muvaqqati link vaxti bitdikden sonra islak galarsa, mahdud muddat tG¢ln paylasiimis fayl ve resurslara uzunmuiddatli icazesiz
giris mumkun ola bilar. Tasir local filesystem temporary URL funksiyasinin istifade olunmasindan asilidir.

Layihalar tizra stubut

guzzle 7.11.1; forms/tables 3.3.50; ' pdp-backend/composer.lock ve composer.json

0,
PDP Backend psr7 2.11.0 20%
MKA guzzle 7.10.0; forms/tables 3.3.49; | etx/composer.lock ve composer.json 20%
psr7 2.9.0
CERT Backend / guzzle 7.11.0; forms/tables 3.3.49; | cert-backend/composer.lock ve composer.json 40%
NCERT psr7 2.11.0 0
CERTKIDS ggrz7z|2e 87.(]).0.0; forms/tables 3.3.47; | certkids/composer.lock ve composer.json 20%

Tovsiya olunan dtzaligler

« laravel/framework patched release-a yiksaldilmali va composer.lock yenilanmalidir.

« temporaryUrl va signed URL istifade noqtsleri inventarlasdiriimali, filesystem driver-lari tasdiglenmalidir.
» Hassas fayllar ti¢lin slave server-side authorization ve qisadm{rlu token nazaraeti tatbiq edilmalidir.

» Kéhna signed URL-larin cache ve CDN qatlarinda saxlanma siyasati yoxlaniimalidir.

Yenidan yoxlama meyarlari

» Expired URL expiration vaxtindan sonra 403 ve ya tehlikssiz denial gaytarir.

» composer audit GHSA-crmm-hgp2-wgrp tapintisini qaytarmir.

* Local va digar filesystem driver-lar liglin automated expiration testlari ugurludur.
* Fayl paylasimi funksiyalari regression testdan kegir.
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KONFIDENSIAL
Natica

Taqdim edilmis naticalarde an yiiksak tacili risk CERTKIDS layihasinda repository-ya daxil edilmis iki Google service-
account private key-dir. Bu tapintilar Uglin asas addim kod dayisikliyi deyil, credential revocation, rotation, Git tarix¢asinin
temizlenmasi ve audit log arasdirmasidir.

Bitin dord layihaeda eyni yuksek riskli Composer advisory-larinin tekrarlanmasi dependency management prosesinin
markazlasdirilmasina ehtiyac oldugunu gosterir. Paketlorin yalniz bir dafe lokal yenilanmasi kifayat deyil; patched minimum
versiyalar, composer.lock nazarasti, Cl composer audit va periodik SCA monitoringi tagkilati standart kimi tatbiq edilmalidir.

SAST Uzra upload ve XSS tapintilari manual validation teleb etse de, tdvsiye olunan dizslisler tehlikasiz dizayn
prinsiplarina uygundur va false positive olsa bela mudafie darinliyini artirir. Bitlin tapintilar dizslisden sonra ham avtomatik
skan, ham de magsadli manual re-test ile baglanmahdir.
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